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Defend against compromise if information
" Keep applications working
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1l

many apps

break as standard

user. It's not worth
the trouble.

developer,
not a

STANDARD
user!

'o' Administrator permissions are recommended for running Visual Studio 2005 SP1

2005 tasks and scenarios will not work without Administrator
nend that you to launch Visual Studio.

or Updates from the Help Menu to ensure you have the latest updates,

ing Yisual Studio o

this message

Continue Exit Visual Studio
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Make it possible for mest apps to ru

-~ | ' - F
Remove excuses for running as administrator

" Encourage ISVs to develop for non-admins
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32-bit applications only

"Sticky”

Non-elevated apps only
Multiple copies of files

Doesn't apply to executable files
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" c\program files
~ c\programdata
 c\windows

’ & | . < AppCompatDemo - +1| Search AppCompatDemo

Organize ~ New Folder Include in library ~ Share with - Compatibility files

)\ My Music = Name
=) My Pictures
My Videos
" Saved Games
i~ Searches
| tracing

& Computer

0 items
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User Mode \ \Windows\App.ini

Kernel Mode

\Users\<user>\AppData\Local\

\Windows\App.ini
VirtualStore\Windows\App.ini

Access Denied

- . \/
el Y
4
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ortware
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User Mode HKLM\Software\App

Kernel Mode

HKCU\Software\Classes\VirtualStore\
Machine\Software\App
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File Virtualiza
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et you run with Tewer rignt
et you elevate to Tu

& Windows 7



" Applies to interactive logons only
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Protected
Administrator System Administrator
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User Account Control

Send Feedback

changes to this computer?

Program name:  Application Compatibility Toolkit 6.0

Verified publisher. Microsoft Corporation
File origin: Hard drive on this computer

¥ | Show details

Help me

Do you want to allow the following program to make

User Account Contral u*.nd Feedback

i Do you want to allow the following program from an

-~ unknown publisher to make changes to this computer?

Program name:  Win7/AppCompatDemo.exe
Bublisher: Unknown
File origin; Hard drive on this computer

¥ | Show details

Help me
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; Date and Time

Date and Time Additional Clocks |
e Calculator

Date:

Tuesday, July 01, 2008

Time:
5:54:37 PM

Time zone
(GMT-06:00) Central Time (US & Canada)

Change time zone...

Daylight Saving Time ends on Sunday, Movember 02, 2008 at 2:00 AM. The
clock is set to go back 1 hour at this time,

J| Remind rme one week before this change cccurs

How do 1 set the clock and time zone?
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Speoﬂc Installer
Generic Installer
Specific Noninstaller
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Setup Detecti
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How Shims

4

4 | | N
Import | Export l
- Function - Function
llll Windows
. Shim DLL .
o ‘ /
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LuaPriv

Windows
\ > J
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ForceAdminAccess
 ocalMappedObject
e EI=BIESEFIE
VirtualizeHKCRLite
CorrectFilePaths
VirtualRegistry
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Fix description
Tries again, requesting elevation
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Fix description
Lies
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ForceAdmin/ AEES SHIMIeR

eturn TRUE;
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Symptoms
Can't create in Gl

Fix description
Creates In Local namespace
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Symptoms
Can't delete files

Fix description
Pretends to delete files
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Fix description
Registers them per-user
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Fix description
Registers type library per-user
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SUA Mitigatior
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<assembly xmlns="urn:schemas-microsoft-com:asm.v1l"
manifestVersion="1.0">

<assemblyIdentity type="win32" processorArchitecture="*"
version="1.0.0.0" name="MyApplication.exe"/>

<description>My totally sweet Vista application</description>

<ms_asmv2:trustInfo xmlns:ms_asmv2="urn:schemas-microsoft-
com:asm.v2">

<ms_asmv2:security>
<ms_asmv2:requestedPrivileges>
<ms_asmv2:requestedExecutionLevel level="asInvoker ||
highestAvailable || requireAdministrator"/>
</ms_asmv2:requestedPrivileges>

</ms_asmv2:security>

</ms_asmv2:trustInfo>

/assembly>




ML.exe
Visual Studio 2008 native support
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GetlokenInformatior

" TokenElevationType:
" Default
~ Full
" Limited

" Best solution: factor and manifest
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" Aslnvoker
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Sym ptom' 3 :
Requires admin

Fix description
Prompts for elevation
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Had both admln nd sta- daro uset

Fix description
Provides most powerful token
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Symptoms

Prompting unnecessarily

Fix description
No more prompt
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Fix description
Flags it as a legacy setup
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Fix description
No longer flagged as a legacy setup
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Program Compatibility Assistant

rol panel

= This control panel works correctly

| Cancel
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Microsoft

Your potential. Our passion.”
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